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B.3 @ﬁ]iﬁ % 2> ¥ 2 (The Transport Layer Security, TLS) :

T RCSMS%#ﬂﬂ& B B ARN 2 B aE R RE e ® 2l o

WA FHRET @ P EEEE Ko
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4k C
(RE)
PRTEEE» R 2 Wi-Fi R#ERX LKA

Wi-Fi #33% B 4R+ - B3k Wi-Fi @854 2 enisd] - v § i+ IEEE 802.11i
PP B B 2 RS F AT R AL 0 R WI-FI B E vl ¢ gk
BLFET o P W ARE R P A G

Wi-Fi f® 8 v2 38 b2 K4
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ANSI/UL ONVIF
: OWASP .
FEE R ST P (4) 2900-1 ¥R P (19-
- P 20)
110 : Poor Physical Security
Ensuring only required external ports such as
51.1.1 USB are required for the product to function. -
Ensuring the product has the ability to limit
administrative capabilities.
5121 - -
5122
12 : Insufficient
Authentication/Authorization
5131 . . B
Ensuring that password recovery mechanisms
are secure.
19 : Insecure Software/Firmware
51.4.1 Implement the secure boot if possible (chain -
of trust).
52.11 . 131 -
5212 13.2
I3 : Insecure Network Services
5221 Ensuring only necessary ports are exposed -
and available.
19 : Insecure Software/Firmware Core Spec. —
Ensuring the device has the ability to update | 11.1 Ver. 16.12
5231 : i
(very important, need secure update | 11.2 4.5.5 Firmware
mechanism). Upgrade
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Ensuring the update file is encrypted using
accepted encryption methods.

Ensuring the update file is transmitted via an
encrypted connection.

Ensuring the update file does not expose
sensitive data.

19 © Insecure Software/Firmware

Ensuring the update is signed and verified e

5232 before allowing the update to be uploaded Ez -
and applied. .

5233 N/A 11.1 -
18 : Insufficient Security Configurability

8.4(a)(b)

524.1 Ensuring the ability to separate normal users 101 -
from administrative users.
I8 : Insufficient Security Configurability 8.3(a)

52472 Ensuring the ability to encrypt data at rest or | 10.1 -
in transit. 10.3

5243 N/A 10.1 -
18 : Insufficient Security Configurability
Ensuring the ability to encrypt data at rest or

5.2.4.4 in transit. 10.1 -
12 Insufficient Authentication/Authorization
Ensuring credentials are properly protected.
11 : Insecure Web Interface

5251 Ensuring web interface is not susceptible to -
XSS, SQLi or CSRF.
12 : Insufficient | 8.3(b)
Authentication/Authorization 8.3(c)

ggg; Ensuring that the strong passwords are | 8.3(d) -
required 8.8
The app authentication is required. 8.9
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5.2.6.3

12 : Insufficient
Authentication/Authorization

Ensuring granular access control is in place
when necessary.

I8 :  Insufficient Security Configurability
Jump to: navigation, search Ensuring the
ability to separate normal wusers from

administrative users.

5271

I8 : Insufficient Security Configurability
Ensuring the ability to enable logging of

security events.

5.2.71.2

5.2.7.3

5274

I8 : Insufficient Security Configurability

Ensuring the ability to notify end users of

security events

5311
53.1.2

14 : Lack of Transport Encryption

Ensuring data is encrypted using protocols
such as SSL and TLS while transiting
networks.

Ensuring only accepted encryption standards
are used and avoid using proprietary
encryption protocols.

Ensuring the message payload encryption.
Ensuring the secure encryption key
handshaking.

Ensuring received data integrity verification.

18 : Insufficient Security Configurability

Ensuring the ability to encrypt data at rest or

in transit.

8.3(a)
9.1
10.1
10.3

5321

I3 : Insecure Network Services
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Ensuring network ports or services are not
exposed to the internet via UPNnP for

example.

110 : Poor Physical Security
5322 Ensuring the product has the ability to limit -

administrative capabilities

I3 © Insecure Network Services

5323 Ensuring services are not vulnerable to buffer | 15 -

overflow and fuzzing attacks.

I8 : Insufficient Security Configurability

5331

Ensuring the ability to encrypt data at rest or -
5.3.3.2 g y yp

in transit.

I3 :  Insecure Network Services

5.3.3.3 Ensuring services are not vulnerable to buffer -

overflow and fuzzing attacks.

5.3.34 - -

Core Spec. —
Ver. 16.12
5.12.1
Authentication
5.12.3

.. Username

12 : Insufficient
8.8 token profile

8.9 Advanced

5411 | Authentication/Authorization

The app authentication is required. .
Security

Service Spec.
—Ver. 1.3

4.2 Certificate-
based Client
Authentication

5.4.1.2 I7 © Insecure Mobile Interface 8.3(b) -
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Ensuring user accounts can not be
enumerated using functionality such as

password reset mechanisms

54.1.3 -
54.1.4
12 : Insufficient
Authentication/Authorization
Implement two factor authentication where
54.15 | possible. -
I7 : Insecure Mobile Interface
Implementing two factor authentication if
possible.
12 : Insufficient
5.4.1.6 Authentication/Authorization -
The device authentication is required.
11 : Insecure Web Interface
Default passwords and ideally default
usernames to be changed during initial setup.
5421 . 8.3(e)
I7 © Insecure Mobile Interface
Default passwords and ideally default
usernames to be changed during initial setup.
11 : Insecure Web Interface
Ensuring weak passwords are not allowed.
Ensuring account lockout after 3 -5 failed
549292 login attempts.
54.2.3 12 : Insufficient | 8.3(b)
5.4.2.4 L . )
54025 | Authentication/Authorization 8.3(c)
5.4.2.6

Ensuring that the strong passwords are
required.
Ensuring options are available for

configuring password controls.
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I7 : Insecure Mobile Interface

Ensuring account lockout after an 3 - 5 failed
login attempts.

I8 : Insufficient Security Configurability

Ensuring the ability to force strong password

policies.
12 : Insufficient
Authentication/Authorization Core Spec. —
Ensuring granular access control is in place g0 Ver. 16.12
94.3.1 | \when necessary. ' 5.12.2 User-
5.4.3.2 - _ ) N 8.4(a)(b)
18 : Insufficient Security Configurability based access
Ensuring the ability to separate normal users control
from administrative users.
I5 : Privacy Concerns
5.5.1.1 : o 8.4(a)(b)
b Ensuring only authorized individuals have -
55.1.2 11.5
access to collected personal information.
I8 : Insufficient Security Configurability
55.1.3 Ensuring the ability to notify end users of -
security events
14 : Lack of Transport Encryption
Ensuring the message payload encryption. 01
5.5.2.1 I5 : Privacy Concerns ' -
55.2.2 10.3

Ensuring any data collected is properly
protected with encryption.
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