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2009-2013 Auris (2011) 2012+ Ceed (2016)
2010-2013 | Camry ' 2014 Carens (2014)
2010-2014 | Corolla ' Kia. 2011-2017 | Rio
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2011-2012 | RAVA ' 2010+ Veloster
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o ERIKIR:
1. https://www.theregister.co.uk/2020/04/10/lockheed_martin_spacex_ransomware_|
eak/

2.  https://www.malwarebytes.com/ransomware/
3. https://www.ithome.com.tw/tech/101366

4.  https://blog.trendmicro.com.tw/?p=18070
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o FRIKIR :
1. https://www.linksys.com/us/support-article?articleNum=317063

2. https://www.linksys.com/us/support-article/?articleNum=246427

3. https://threatpost.com/attacks-on-linksys-routers-trigger-mass-password-
reset/154914/
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o ERIKIR :
1. https://lwww.cpc.com.tw/News_Content.aspx?n=28&sms=8920&s=4947
2. https://blog.trendmicro.com.tw/?p=64227
3. https://www.twcert.org.tw/tw/cp-104-3600-a5ce6-1.html

4.  https://www.us-cert.gov/ncas/tips/ST04-014
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5.  https://www.nomoreransom.org/zht_Hant/index.html

6. https://www.bnext.com.tw/article/57547/cpc-hack-ransomware

7.  https://www.netadmin.com.tw/netadmin/zh-
tw/viewpoint/0037B4A129E44701B19DE38807050098
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o ERIIR :
1. https://lwww.securityweek.com/industrial-suppliers-japan-europe-targeted-

sophisticated-attacks
2. https://www.ithome.com.tw/news/112744
3. https://docs.microsoft.com/zh-tw/windows/security/threat-

protection/intelligence/macro-malware °
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o ERIR :
1. https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=

SAP10174

2.  https://unit42.paloaltonetworks.com/6-new-d-link-vulnerabilities-found-on-home-

routers/

3. https://www.cyberscoop.com/d-link-home-routers-vulnerabilities-palo-alto-
networks/



SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

I\ ~ BZE TR BadPower imifel - HEREFTEBRETNE

BEZHERBEMEHERERE

BEFIA /
SRRt [ BEWEEE - A B EE
TWCERT/CC

BESNYE LT REKRIR - D RERERERFELEZEE
BadPower * MFIEEZRE - BZEEEHESEEFRENRETERETH
L OfEEENREPHNEZHEAER  EE5IERXKEN -

23

—MRAER - MENRERER - M—RFTEBEHRBERERNAK - £FE
RIERZEHTEEEABTENIRREN ; REIESNERTEREELETS
B LOREBUZANERYNERETSE -

FlFH BadPower [N EF X - ZiRHEBAREBREREERERNAIM
- EYREFTERBEWERR - &R - EEREXKSM -

i

ZEZEBERSHEL  REMBZEmEERBEPREJERTT
BRIEELENEAR  ETINELEEANE - ARBEHLEZRIRER
P BlEERABMNBEANFTS IR EEBRE - REEZFHE
ERAETIRE -

ZEZBEKEHTHE B RRFTREETRE - 3R 8 EmEAIEm - H
18 Ma& 78 BadPower 8 ; StEIRIEFTEREHI R - MERE - %
BEMZRBAHIHT B BRAIRTRHERIZBSELNEMIE ;| K



m OB AR I B R

Taiwan Computer Emergency Response Team / Coordination Center

BNR 2B HRELLNE - HitEa3x1 0574 BadPower J@)d - 1 EZ|
BELE -

o EFRRIWELZB(LEN

1. WREMEZHMZZEZMEN - BrERXENIREMERIRAE -

2. EZHPAZREHA Type-C BiEEM USB BB/ AIRRERENRER

==

B WARBRBREARERER/MARR  URBESNBIFEHREEE -

Ju

3. EEMBHHRERIEZENBETLEMRE - WiKEE USB EMINE

A TVETERERVERRE - BLERENRELRIETHE -

o ERIIR :
1. https://xlab.tencent.com/cn/2020/07/16/badpower/

2. https://www.zdnet.com/article/badpower-attack-corrupts-fast-chargers-to-melt-or-
set-your-device-on-fire/
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